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RGERFZEEET B Stephen Ackroyd » 2R H LR - BH Ay IATA AMESEEETAD Avsec Resilience Ltd
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fEsE
IATA’s SeMS Initiative and Security Threats and .
o Security Risk . .
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=~ BEHK

RO Al SR IR R 2 AIERE AGEEREER (Virtual Classroom ) #E(T -

1. 5RAT
sriEfhFd 2 (Training Coordinator ) {ERIERAAART=2HFA4E LA Email IF4E IS5 -
Pt K22 B (E AR - BREAT—E » SRR R R B et R &R - WIsEATERN ~ 3R
TR - SARE TR - FMETESE - 5P 0570 - SENEREG e R &g E5 5 %
HAETFER

2. FRfH
{5 Cisco Webex Training 88 » v] {2 HE IS TEIEEE FaR - (R DUEISHRS
A ERES TR R 42 DU DUEE SRR AS i 4d

Audio Options

@ S
Mute

o -
=
»
Screen Sharing Chat, Q&A, Polling and
Options Breakout Session
Panels
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B YEARESS

EHEHFEIZRAT Introduction & Course Overview

ATGERIE IR BIESEHME - ] AR SeMS HYBHERAME » ARIEZ: IR ARSI
Ghaidtes o R SeMs Bt (ESESEIHALLS | NI SeMS JEFINAE P RIFR(E R - HlE 7R
EL R ERAL L s H AR SeMS ARUERYIRAR -
TrasF o R K SEF AR -

~ |ATA SeMS EAFIRZ BEZE IATA’s SeMS Initiative and Core Elements of SeMS

B EARIN R SRRE R R TRINEUR > AR AE R > R
FIEAE » RHZBUFHRRABNIZZ A F) 2 [ 5 (REZE RS - BAERARY R R B B FHBUR
TRRHET 5 IRIE PR BRI VAR Y - RSN TR NMEZWERY - B
{8 B AT B A R EK

RrUEDMERIERS » 1538 SeMS 41k ~ BEE(L - HAMERIR LB » SO
1k $RHEERRRTE - KRZEHRA HEEES © REL AV - TR EN
0~ BURAIRER? - FIDABERA SV ETE - SeMS F iy—TEL IR A4 » FILAENE R
LR E AT - E X B 0 T s -

SeMS FAHT KR TR SHLE > W SRREE Y BB HETT - K AR ESEE R K
e EERATELL » Wi R KRR R TR » IR o] DIA SRR R IR - iff
BIAR RARFF A A 7T o SeMS 1 IATA B B % 10SA S35 BIF A TE E - Blr—
(EAH4RAE (A2 T FHIRETT - HMER AMHARAIIESE AR T - BREASS bRy Z e
HEAT > A RESSHERIY -

SeMS HYSC{HET [F] 275 IATA 1 SeMS F+fif » B 2017 4547 SeMS FiltsE—hl » £5 8
HHRA By 2021 FEAYEEFLAKR « ifi ICAO AIIZAE Doc 8973 SU{:H1AY 9.3 i » SI5EHU1 UK CAA
K ECAC HHVE $TE] SeMsS IS (4551 -
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=~ FEI R B A B ENISRE Scoping SeMS and Performance-based Indicators

1. BEEEENEE

(1) BEHEE - seAER BN (R B T A 4V (3] (Dimensions) 5 %2 2% (Elements)

(2) &= KT« {2z (Aviation) (R ZARAHRIY 280 ~ BB LM = KA » BT £
SRS

2. T HARAFUERHIARS

(1) Z&(Systems)HEF © {(RIBAIRF I - A5 —4HEYIME IR PR —EtH
BCH AL AR A E LR B EIERY -

(2) {RFEAYLHSRE L £:.4(Organizational Management System) » FIREELE 1315 1 441 -
BIIFRAT L R E BRI IR L EH A% - BB R4 - BEREREHE AR
WEBSAFSE RN 2 280 PIIATBEHE 24 - FREEH AN - FIREH 2% -
B EHAGE -

3. FRET BRI KHEA
(1) R LA EH R E R o B & 4H 48 (Organizational) 5z {E 2 i (Functional) :

Organizational | eLeadership, team & management SHEEE « B[ K TS

LH &S A staff o S EAL T I B
*Operational control and EEALE - ASTEJE K%
supervision

eResource allocation

— people, finance

{ESEIH »Work process design and o TEFRAZ LSt RSB (4
Functional documentation o BSER 4R
eTechnical training PR KRS e

eControl of process & service quality | *ZEX & ~ 5747 FaEfh
ePerformance Measurement, analysis

& evaluation

(2) TRMIZEEELS - MIERTZEHAS B EE RN E=(AASESHEARTH

IRV AH AN B S =l T (e TRk ¢ R T 4HASRTED ~ FSE T > 2 7O BifiI(Cultural) ;
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SHRRCE o 1 R
a. 4H&H - B
« A—fIi=EE A (Accountable Executive) » fHI[%1/3 5]fY CEO B¢ COO
« FiiZEPRZFEE & (Head of Security)
* SZFFHYE T (Support Staff)
-+ ARBUTAHS T E TR - AR ZRT Bl BR A FE T 4H A iy
b. {F3¥mE » fE
-+ JEILHITESEDIAE
© SCRRAEESE
© PREEFIAEE R - MEAEHEFEET > RS EFEEr R
c. AbH - HE
© B —{E B T JH 2R B (BT AU BB T (Healthy Attitudes) ~ 7 & HY 1T /%
(Appropriate Behaviour) » J [4 13/ 225K (Self-Discipline)
© B—E & TOVERRER R LR A o B A IR ORI S IR E T T

BRAT L
¢ PRSI A R R SERRY | AR LR - HT
SRS

- HEERAIPRECE > R AR SR IR R MR AT - AIE M REIT AR -
SREE ~ FHERERIRTTEIE R ORZE B (L EC R SE A AT A R ek

-« SUERISE A ATRE— B R 2% - DA SR REVBRSERE

. 5 {ELRZSIE FHYTAL ¢ Professor James Reason T3l TRAT 22 4 FE 247
5 bt > ATERERARRZ L« BERESUE ~ AEsb -~ 823
XAk~ S ~ B b
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(1)

(2)

elements.

SeMS, SMS,
QMS have 3

dimensions A

‘i I“ ’ Hi ' Organizational

10 © 2022 Copyright IATA

3 Dimensional management systems

» Other management system
may not have these three

PR IR E A R — S (5

2 (B R AE TT) x Meg9Rh(EEa0 | rTREf A O A HITFE Z 9978 x S5 RN B ~ B

GO ~ L) - SR ARE M (BSR40 =B B I\ e (4 AR B

T & S A )

methodology

' Threat . I Mitigation [
ntifled weelness Human, Oporational, i
(Intent and Capabslity) Lo s w;h"“ﬂn:ncml. Papagons R

Residual Risk
{That element of risk that

continues 1o axist after
mitigation has been apphed)

I Systematic, evidence-based

16 © 2022 Copyright IATA

Elements of SeMS — Risk assessment

Helps to focus limited resources l

Available through IATA SeMS Manual
Structured and up-to-date risk and as TRAM Workshops
Lreglster (Consulting) ‘

BNz R EEATHIE

Q

i SE RIS

TR EE T (Best Practices) » MIE R EBEAITTEHRE

PRBCER IR R E

13



d.  HieER L U AT R LA s
(3) AMIBITAIZE R EHE A - TR S - BOR ~ H& - E - BlnEi(aw®
GBS - BB ER/ERERIE ~ 5T/ T MR E R
CRNNAN
(1) ANEEMZE R R Hh 2 ZR
(2) =EFEEELHBMERLBRE S
(3) HEME{CAHGR N SRR M MERMTZE IR LS B

Vg ~ /\E]#KEE Corporate Commitment

1. EEHIE K I (Learning objectives and topics) :
(1) BREEIERIH A R ZEEOR > DUP e I 8 Z 2 (R 2 KGE
(2) TEEE  SfETEENINIZERZRE - IREECRIVEZME R 48R Zob

2. WZECRZEH ARG EENZE RT3 ¢ &S W B %2 T (Top-to-Bottom) k2 i ] £
(Bottom-Up) » Hrfrey & HYREE - AISZML Y b2 N EXERERRVAE R -

The Philosophy

SeMS addresses AVSEC both:

Top-to-Bottom Bottom-Up | .Bottom-upis a
result of a solid
Top-to Bottom

Commitment

24 ©2022 Copyright IATA IATA

3. FZELRZEHEER (Company security policy)
(1) BRI T RrUikd]
(2) R THECRAERELIAITEMN ~ & H S s A A0y 7 T8 E E

14



(3) i3 HREANIZE PRz H AR A A EAE

(4) REANECEBZAGEE LENEEE - I HZEHZE R LS NH

4, S FEEHIZE (R EE (Executive commitment to security) -

(1)

=P 345 (Senior Management) :

a. EMIZERLNREEE

b. BFEEHBE AR LHIREE

c. FHEAHENIZE RS b

d.  BEEEE/MRAE AT REZ B2 PREARAE

5. MIZERLZBORDARF & LN EA:

(1)
(2)
(3)
(4)

EAREAG (SRR R R T IR — 2K

DAL AR Y - ME e R LEtE T
WA

FESHREREE © WHE IRt R B A

6. EfEEERE ZMERZERNE (R CEO EHEZFHHIEE

(1)
(2)
(3)
(4)
(5)
(6)

HEHZ OEE
PREAFSETTANEIRE S KA O ER
PRZC4H A

R o R SR A A
H [FEH S k2 90 55 PRI (No-Blame policy)
RHRZHVHARE S B DA 1 (HR

7. fEEGRZ L

(1)
(2)
(3)
(4)

AE S Wt BB A 4H 480K 3 (real Commitment)

RFRRRIE (Attitude) - BIAIRE PR HYEZME

R (Attribute) - R RIS2RI MR CR2ei s Y A

s e AMERAREERLT - BZAZHAYIREE(How people behave when

no one is watching!)
15



8. SUALHYEZAHR TR ¢
(1) fRELATHUSHIES | A2
2) B ABREBERENBH
(3) FEAMIILF FKH
(4) FrEEEEERIE S
(5) S E R & (A [a]a5{EER - Effective feedback loop) 52457 48 kK
(6) fRELHANA - HEM-LED
(7) =PEEENREE
9. MfAHIEIRLSUL
(1) A (EEEEE R INEE NS E S RAN
(2) WZARECRALE M AT R ERR K HEE - BIA0E i S 4R e im0 /D & e B
(3) MIEAVHHE RS -
a. BIEOMERZE  ZERRESiEEEZARHN
b. BRGNS L e EE A O
c. BIEMESTIRZHE H TS
(4) EHRIVAETEES
a. aHMELE :#5Ek - 5TER/ LIEY) - &
b. BIEFMRENEEGREL) NE
10. /NG -
(1) NBERHIZERZRrE H A m eihrr 2R
(2) =EREFEELHAERIMZEREZERE &
(3) st iee S HERF AT ZE PR S L A Ay B
11. 5ILEE{E(self-directed task) :
(1) #H&RANHFZEFT
(2) BEFIEATEUSHTZE R R ES



H ~ REEENAGTSREEAE Security Threats and Vulnerabilities Assessment

1.

(3) AT — R EBF T PR 18 B P T BE Or 2 T RE AR R By o]

(4) R EEEF e T LA ES T s

JE\f5 & P (Risk Assessment)

(1) EREHRESR ~ ot~ sHEROmEERER LU 7 ~ B - R EERRR 2 E

SRIFTTENZ A S S5 % Al 7 Z RE IR -

(2) JEE EAYIEES |

a.

b.

m.

SE R R A H AR ATRENE -
s BT B E T -
FFETERROEREDK -

SRS AR -

R EHE TR

sEf AR HI(E O RS -

Ry AR BT A SEHESRE -
BEEERT A

AR e R 5 R AR

HRFHE S AR -
SRFHETED BB -
/MBI -
FRFHERARE -

(3) JElb&EEEAYIRAL -

a.

b.

C.

B FE A FHRVEER -
HES ~ Gt B AR -
ROICAEE M -

17



d. AlEHEE -

e. EHIFIH-

f. BIRREHIEEAL -

g (iR 5
(4) EPRER

a. JElf -
BB G A fE B RIEE 2 AT REM: -
AIHEATA BB R

b. {rZE Sz (Risk in security) :
-E B g9EG(Vulnerability) - DURANSRECT S £ 8 - A RE & E RSN TRRY
&R (Consequences)4h £ —tEHF - ZFE[E] B (Threat)(SeMS TR 4 ki) -

c. @ (Threat) :
-E [ (Intent) FI5E JJ (Capability) NZEAVAH & (— (B ATBZ/AEHEEE ) (—EA
HHEAMIEENFEATE) -
SRELE R R T B e A5 R S0 E A B H B T Ry Al RE M

d.  EEIYATEEME(Threat likelihood) :
B AT REPERU R P I (E DN 2R LR« By i HARR( E AR S [ ]) 2 T (K
) A A EEHIRE ST
“ERIEN RS > QAT REMEAlEGS - 58 N E (st 2R)

Overall Threat Levels and Likelihood
.9, as advised by ICAQ, State Authorities the Board of Directors or others

o PT—

More likely 3
E ‘
EE

e. HEREE AR :

18



Identifying the sources of threat

Other
govemments
Civil Mentally
di t rbed
Aviation " <

Refugees/

Unruly/disruptive
Foreign Fighters P g

Employees
(Insider
Threat)

f. EEHIFE
-PRZ U B T (adversary) R
- Rl BN E B » TR SRR TS
A AR A AT
-HEATRE &R
SUAE GRS
b P (R i 1
(5) EERHL
a. |ATA B RFER
-GS LT RO sREEIV TA -
-FAREHE R 2 S A S -
R E R AR Sk AL -
-5 1{E sSeMs 55 5.4 EiERIIARIERIEEIE ROV T -
b. B
-SSP B o (HAT LIRS -
JE B AL 2 TR S R R 2 A AR R B B 38 AR A T RE M (likelihood) 2
f81% (probability) & -



“EREERE
-H{EHVEE o
- AT RE AR HWER DLR & RTRE LRI #2384 T (perpetrated)

FHEWEE ST B - BUEFIE - DR R BT LAVEES - AR
DR BA B R38R -
-BI I 17 He (strategic intelligence) & 25 E[E] (intent) ©
-Bik il {5 e (tactic intelligence) T Z24E 7 (capability) -
-JZ£E(Collection) ~ #£3H (Collation) ~ EF{fi(Assessment) K7 2547 (Dissemination)

Utk © (ERIFTA R VAR > Bl A B EI U S A A AE R & R A 15 i -

-FEH L 2GRS IRH B AL SR A E A R 1 A TR -

-aP A HIET R A S B 2 & A Y R e B T T B B

SR RSP AL 4G SR AT 45 1 B HRE DU R B B A U b R o5 i/ TR 1

Jiti

2 1/b(Quantifying) 2t 5 Y ik Sk 22
-sHpE 7] (Leadership) © ELFEERHIE « SIABUGARAFAENIEE ST AAEHIE
F -

- THEE [ (Practicality of operation) * —f[&[[E]#G 48 B R 178 ~ FEHUAES -
A AR AR Eam H AR (PIIBUGHE SR BEE) BLAE
PRI FH B R B
-axfifi(Infrastructure) : 45 &G/ NHBETTHY AR/ NI ~ EEOTIE(S 4848 ~ AR
A g e S R -
- A1(Population) : & [EfEE ST RFAFEHIFAE » DURBLEEECE - YR58 --
TR L Y S AG BRI ES > SR R A

-EX[IE Gl (Fighting mechanism) * #FEIRETT/NEITEIRI AN BIVAETT » 1S LE4HEY
S DR BBt - BIANEIE - SREin A& > BIanrEsR SGE -




WEEEHI{ELE (Presence of a group)

-I B FE 2 (History of attacks)

- E #7122 (Internal strife)

-84 P ] (Economic problem)

d.  EEHRINESAR
BRI AR
- bR (B = O )
B0 IR ERE RS
M2z B BB A (FE SR B FE SR M &R =
-l 2 BEEEH R B T
-REEEE M @ISR E
-BRIPEAZE e+ ENGRE
BIMRZEZ A
-l {18 A B 9 L1
RSARNIE e
-l AR
- B PR
RS

(6) HEgTREEHS
a. HEFIELER

R B AR AN LRI > Ry VB R (R > TRIIRES 4N s RIS -

-A] DRI AT G55 o IR T 782 B I 2% 75 (exposure ) K115
-5 %k -
-STEEH 2 [ By NAIFIR i
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-A] DL ] PR RS R A F a2 B AT HL SRS LS
-TEFHEE (Identifying the assets) > HE 55 Hs
QI
-ANB B KAT
MIZEAFEIME - BlEfiizEds -
MiZEVER 2 - BEfTE
-8R R 22 A BAE FE AL 135 (Off-airport) Z A -
-ZEUE i
=
A
N EIREE
e ggHREEE

-¥$%K (Counter measure)f ZE &

it} «L
el
e

il

i
B
L

b. [FE#E 4 (Criticality)

CEHA YRR -

-EHENEERNRE S M54 R - SHEZRE NS

- Iavd= NN EES il
——{EZRIHEE AR -
IR AT YR
SHRU (T AUFRE YRS [T
BN AT R ER

c.  paHDUERRIZ E bz
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-¥#§7(Counter measure) i] LUE: 5 1E [0 BRI TR ~ FEHEeEef -
- b BT DU AT U R 73 (R ~ Heg9Bhskig R -

d.  SREFHEE

Score Definition of Mitigation Policy
(e.g., documented standards and procedures)

None: There are no mitigation policies, measures, procedures, CONOPs or SOPs in
place because no action has been taken and/or because no realistic and achievable
measures are available (e.g., chemical attack).

Limited: Some areas and/or aspects are not currently covered by an existing policy or
procedure. This includes aspects where policies or procedures may currently be in the
design/delivery stage, but are not yet in place (e.g., chemical attack).

0.5 Immature: There is a broad policy in place for all areas and aspects, but it can be further
developed and/or improved with additional guidance, CONOPs, SOPs, etc. (e.g., high
risk cargo).

0.25 Effective: Policies and procedures that provide an effective level of mitigation are in
place and fully documented (e.g., correct, complete and up-to-date SOPs and training
requirements).

Score Definition of Mitigation Practice
(e.g., compliance with documented standards and procedures)

None: Documented mitigation policies and/or requirements are not implemented,
actioned, adhered to and/or delivered at the operational level and/or there are no
mitigating actions in place/adopted because no action has been taken to initiate activities
and/or because no realistic and achievable practices are available (e.g., chemical attack).

Limited: Some areas and/or aspects of the documented policies/requirements are being
enacted/delivered, but only partial implementation and/or level of compliance limits the
level of mitigation being delivered. This includes aspects/activities where the company
andlor individuals are attempting to deliver mitigation, but are failing due to a variety of
reasons (e.g., poor training, lack of awareness, lack of supervision, lack of equipment,
technology not provided/unavailable).

0.5 Immature: There is a broad level of compliance with and/or delivery of the policies/
requirements in place for all areas and aspects, but the quality/quantity of delivery can be
or is in the process of being further developed and/or improved. This includes levels of
compliance that could be improved via better advice, guidance, training and/or supervision
as well as more efficient use of technology and/or resources. (e.g., refresher training is
planned, recruitment is under way).

0.25 Effective: Effective mitigation is in place and is being consistently delivered to an
acceptable standard (e.g., as determined by internal and external compliance/audit
regimes).

(7) 1S
a. RRAEE:
SRR HE R R R E TR GRS R B A
-FRoa Al P REHVEE IR > FRAPIMZRRTIE
(S AT RERT TEN (B ) -
-FHEE AT RE B Ry H AR (e S5 8E) -
SEEEATEIHR RS (R R
b.  EREEERR



(8)

1% SR A I DURE D RMIE ¢ NI SR (V) - E(REEE > et EE
HAMANZE > G40 - BERAE -
MR EL R R R R B IRV IR A -
Sl ATRERY IR R
W EE R/ AH BRI HINE SRR BTN -
“EATRE N R /At 22
-DAZE b By B ZE R IR A - 2% BRI A AT RE e AR A B
TMEHIREE - T AZE A SR B SR AR - [FIRRH ISR ] X G A A Sy

B 480
A

SF&) (Rating) 1% R

-BER MY (Devastating) * X iIEEE/ V5 H P E FHELE - RZEW)m/EEA %
&~ BUEAIR - mAEEEIRIE -

-EZEE (Severe) : BRMEEITIEIRGHY o EOYIL/ B EBREEEL - HEHA
H o SEAT IR -

-BHEAY(Noticeable) © S ETHH RAPAS M AIEST » (H 0] DIFEA BN i — KA
LT AT

-HEHRA (Minor) + S ¥ & I B AR EE -

Rating consequences — TRAM

example

Table 5.3.3—Suggested Consequences Evaluation Scoring Chart

| Human Fi ial $(k?) Operati 1 Rep
B 200 + fatalities 1.000.000 + Closure Total loss
7 100 + fatalities = 1.000.000 6 months + International
6 S0 + i = 100,000 3 months + National
5 11-50 i =< 10,000 1 month + Regional +
4 11-50 casualties < 1,000 1 Week + Regional
3 1-10 fataliti < 100 Days Domestic
2 1-10 casualties =10 Hours Local
1 No casualties 0 None None

Source: IATA

JeE\ o 1E 2%

F AR R ERR R
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—
I\

-JEBz (Risk, R)&—{lEZE{-HYEZS (Probability, P)= A gE M (Likelihood) DL K 1% 5% 5 B
F2JE (Severity, S)AY4H & (Combination) (& JI4& Sum) °
-TEPRZE - JEB# (Risk, R) BT LAH 5 Fs i 2 (Threat, T) ~ Agg5%k(Vulnerability, V) ~ 1252

(Consequences, C) &z &g i i I =) ©

I
Vulnerability Consequences
Threat = : Mitigation
. (Identified weakness that Human, Operational, J ; ;
(Intent and Capability) M could be exploited) Financial, Reputational ' (Policy and Practice)

Residual Risk
[ (That element of risk that
continues to exist after
mitigation has been applied)

- fR224H %% 237 Building Security Organization

RN PRZE A Sk (Security Organization) » B S MESLINTERI AR IR 2= 78 > FREId
GNELRIE N EE > TR E MRS OR L L

1.

PR FE (Head of Security) 2 F5 tf Ko {F:dp

R T E RS IRZER T B 2 e - BB AR, » (RE T ETERHE —E 2 finze
PREENUF AL - IR RUETTAH B IR ZE T 70 /8 R A B I Ze A E ~ e 3T -
BEAD - PRz EEAE Ry 8 8 R AH AR 2 i S AR A 0P IS i 2 1 - TRIE B A
JEZ HZHE -

SHBRIRZ B 2 A B SR

HAtE <~ B P45HE SR - (R Ry Rz TP e N /S NER rp s B - FE R &R ~ 44
SR R FEERE ST » DA N/AMIRZE R Z 73R BOMTHAHSR N S S - B4R %
SEER  SARUETRE

LAY e 1

ORZARE BB EAE I RE A BE TR0 IE - 1T Ry i SR B S &1 4H
SRt o HBNEER I E BB N EE Y EE A EgRREENE  JE
TLIE MY - DRI — 4RI E SR B i < R RIER, > RS TR T i L
b BRETHHSI B IR LB - IMER LB G A Z HH HIEET -
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+ - AJTER 3535 EF Resource Management

iz fra S eie 2 B HARCEEHRZ e e @2 N8 W LIREIZ J7=0
15T HARERRE - (8 HAG DUERE 2 J7 =058 e TR s A B 2 T3R8 RISz LN R R T
1. ANEHE
PREEEE s NS > HEG T R DL TS B TS
(1) FEHTIEDhRE T > EEVEAHARFT R 2 N BIRAERR K - 40+ TR Z A58 ~ FREsial
(2) BEARAHAEE G EAFHIENRGHEBEFHRE AR SRR & T EAENINE | K
" AJRER BN 0 RAAIEFTHR AR - HEGEREE TR N R > Ak
WS35 ] -
a.  HFIATREMANEAINR
- LfEME(EBEGEE - @)

L AF RS
S HUPT AR IS RERIAE 77 (PR A AT A 28 )
EALA R E BT

b.  FFIATREREBEIINE ¢
TrFaHEREAEE « ttEHhisE)
NS E

S BkAE T B RE

e
X A

iy
Il

e

2. NEsl

FolE N B BT 2RI RE - WA R T2 TIE - HSRE (S TIERRERTTS

MBI IE 2 B FETEE - DRI B A PRIV A BT fR A -

PRI 10SA K2 ICAO S » REILIEHIET =T - EBEDLT ¢

(1) wIgGs)I4k(Initial Training)
DL S R AR T 23| N BRI ARG, B et g A B (S JU b - S P B (AR T A
R (EHEEEREPRIESEI -

(2) 1EEREZFI(On-the-Job Training)
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(3)

(4)

Al NERERIEES - BERIESE H Y R CEAREFERAR » HEN SN i 22
GIPN= P e

EH ¥ )| (Recurrent and Requalification)

NN5EAERR N BIBCR 2 2R - T R oy SRR R Bt 5

R EGEASE L (Testing and Evaluation)

AHGHITHE RS BRARSZEI N B 2 BEE AR, » RaHbal RN 2 A RUE - IS HEET
i &ER AT TEEE - DA hIE S as -

PR & baliE RSN - SHERIRIER - Ham s/l SRFEAH - (R2 R3S 3l (Security Awareness
Training) fE Ry b2 ZSlIGRIHH > N B IR 5 £ 2 JFGIFHE] TIERGEE - IMER RS
B NEIFRZ RS BRI AR

PRZE Ry BFE AR R AE

Tl N\ AR ERE 2 PR2EF ISR -

BHE A BT IRZ T EE (AT -
H S E g B R E AT & -

HELFETH A N SRS IR
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J~ ICEERIEZEAS T Change and Project Management

SRIE S T4H SeMS FZE (RLEH LGN R b > EiHY IR th IR e M B e B - A
[ 2 A BN RS e [ 5 B S SR BT R HASERE © R LA E B SRR AR ~ TeRE ROR
ST E ST HE R ~ A~ BED - MR TR R R R B - SRR ERE ) TR
T E T TS AR R I F B A 2 R

Why change management? Ry {a] X B E BRI ?

B NIAER R QBB T Y B iy A\ RS > FEehEi Ik B T BUER e DR & A
77 (B A R HE R AR TAESCR E M A N - B EHETReSHNE L8
THTCEERTRME - DU RSN AR 2 S A A > B &R S B A & TH Y]
USSR

Communication is key M
e ™

Dissatisfaction with how

Gleicher’s Formula* : things are now
change is possib|e Vision of what is possible
if... First, concrete steps
“ taken towards the vision
L DxVxF>R y B Resistance

753 Gleicher’s formula 4150488 AT RERY A DL #a DB FRARAYA ) x V(AT EEVEAS) x F(ELAS

AP ER) >RUEST) > At E i -

Prosci’s ADKAR® Model (1998)
Management’s 5 key goals:

Awareness of the need to change

—

___ Desire to participate & support the change

\ //‘ Knowledge of how to change (and what
. —— the change looks like)
Ability to implement the change on a
T day-to-day basis

N

PR AR AL SEE LN 1998 4F Prosci’s ADKAR Model 4 5 & H 1

1. Awareness: = ik B0 & 1Y E K

Reinforcement to keep the change in place
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2. Desire: S 2 B SIS 8

3. Knowledge:HIZEHI1{al 5088 Ko SR RN PR
4. Ability: B HESIELT

5. Reinforcement: BT RAE &

&3 5 (A 5 H AR H I B S T ] SR DO

Prosci’s ADKAR® Model (1998)

Post-
Implementation

Successful
Change
Implementation

Concept & Design

Business Need

Phases of a Change Project

Awareness Desire Knowledge Ability Reinforcement

Phases of Change for Employees -
1B e2022CopmgntiATA IATA
F4NiZ i Kotter's 8 [ EHY SRl s 45 T DU it B 25 s B OB Y HER R

1. Establish a sense of urgency(Z: 17 25 /38 EL)

2. Creating a guiding coalition(Z& 17 f5 & 5% EH)

3. Developing a vision & strategy(f| & FE &A1 5k )

4. Communicating the change vision ({728 ¥ A =

5. Empowering employees for broad based action({&f7 & T £¢EUE )= YT TE))
6. Generating short term wins(jzE 4= 55 A Th)

7. Consolidating gains and producing more change (% [Elfi5 FI| iy i B Bk 5 2584 F)
8. Anchoring new approaches in the culture({E# Y AL E i H775)

Change Management Skill & Strategy

B IR AR AR > HAFTREE 4 A FERVRT TR R TS0 - Political skills ~

Analytical skills ~ Business skills ~ Communication/

relationship skills » &% 8% B8 (7 IVFE T3 #8825 BE N1 7T > HY Empirical-Rational 485 K7 [iE{4
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A ERIE BLHETEE - Normative-Re-educative ARG N EHT S - (£ 8 TESFSUEMREENEE
A E AR R B i F A BT (A i 5% /€ - Power-Coercive AT LN G AR & (T
AR RS L W 2 2 R A T (R N B R i 532 - Environmental-Adaptive A {["]
B RCEHBIRINIR - (B HRE S EER R - S AR ARAYERE LR A
AR ERTAY b SR AR RIS AR HY B T B AR e B B B SRR A i 8
Defining Project Management
FRIGRECRE ~ TH ~ St AN B2EE) Ll e Ml SR IS - 1 — 20 o] DUE I 7y B i
THERTHFE - KA BHI AT EENREFEG DI - —(HHEEEE - ’iHE
A B AR E B A IR SR H AR - ARV B G ATA BRI E - A8 AR e A
SR By TN S i 1% BT A A R (B T 2H -

Project life cycle phases

Identification Initiation Planning

Project
Closing

Charter

Project Execution & Closing

BEEPITEIGE S - B ROV A A2 O 4 B AR MRV &t W IR R R
SREETEVEEIVEE - GfRtVEtE - BRSO BCEIMYER - SHL ISR B RS
iR o & SRR R (1] 728 52 -] 5[] B 45 » Measure client satisfaction ffir &% ==& e Post
project service, training 5 H 12 HAR 7% ~ 5%5/lle Project evaluation JE H EF {1« Risk review &3
73 e Reassignment EE 47 liCe Contract closing & [E][#[Ef® Archiving project documentation Fff&ETH

HXHE - B BN AR E R TIH H G -
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.t

s RZEPEER Security Risk Management

AEEE M A AT TR ZE PR A s PAh - et h R B E 5 AP SR - ME R MEEHT
Ze B L PR - AT ET SRR o 2 PR AR L AT B T T S PR 2 A U P
i

Figure 5.3.1—The Risk Management Process
1. Communication and consultation

> 2. Establish the context -

a4

> 3. Identifying the risks

W
> 4, Analyzing the risks 7. Monitoring
and review
s -~

5. Evaluating the residual risk
and setting priorities

v

> 6. Treating the residual risk

Step 1 : Communication and Consultation:Ei (N4 MNESFI [ (% A T P FE AL JE\ P i 28 A2 P BT A B
FHETT -

Step 2 : Establishing the Context:[#]HH B 2230 B F 5 e M8 - 10 5% e i B A0 E b
Step 3 : Identifying the Risks and Possible Target Areas: & 35 JE\ [ A1 B] sEHY HAZSE I AV4E &5 BB
AR RE S R  AIREAE (I IR R B B > R 3 A DA a3 AR 2

Step 4 : Analyzing the Risks:ZHR 2R - W fRiE LLRRHAS R Y ZREERE R S 3R R AT A3-21]
ik

Step 5 : Evaluating the Residual Risk and Setting Priorities:JF:[& ES 5 17 ¥ JE\ s T B SeHE G 7B
R R B E PR AIE R -

Step 6 : Treating the Residual Risk:HEE G& Y 7772 U ARF R\ 7K SEA2E A o] F 2 7K o
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Step 7 : Monitoring and Review:iX[d] step1 3l B B A 1 117 S 12 2 {18 i P S8 0 -

FolB R e E FR B\ Ry o] - TR IS el e iE 2R BB Risk(R) » FEF B e 2 —(E" 40 & 1o
RN ZHEFIARES: - B2 R=P xS » g R SERaIMESoe L — (B A A H A SRV S M S 4
FA&FF ! Risk {H - AAMEZE T » B 7] LB ORI ()Y EE YNSRI B 1% SRk 25 4% e

fifi R=T x V x C-M FrEE £V {E -

Threat

{ Vulnerability Consequences
Hu I,
et e opaty) QI et wesssther Q] v omticnl ) o2

continues 10 exist after

Residual Risk
-l (That element of risk that
— iiguton has been appliod)

LU 3 E A AR R i 2e Prze oy i A

1. Bomb threats (including ‘dirty’ ones){Fof &2

2. Contamination of catering i &, T4

3. Destruction or damage to aircraft JRI&ELISE K 1515

4. In flight security incidents involving crew and passengers 335 J2 40 A B FISR 20 T T 24 = S
5. Theft of passenger baggage, freight and mail ‘ZFEIRZTZE ~ BY) ~ ®{F

6. Interference with air navigation facilities FJB2% {755 )it

7. Extortion involving threats to aircraft 3 K @ 2RI BE Y ERN 2

8. Airport sabotage/attack F&5 I sl T B

9. Hijacking %t

HTERAATZE O 20 b RS TR 22

P 5% B B R A AR BT T 72 e (NIST) XE Fed R Oz by IR ~ (ReBANIRIE BN S T3 (E &
&~ EERS - BIRBENETEE  SEEEHTH AN - 281 - 508 - ek
AR GEENE o &S RIS AR R R S (eI TER AR A2 2 B E b e F
fli - (BJeH R A B A B A (B {E R E 7 SR BRI - R AEES Rz i e 5 A L5558
JERZ i —(ERFEMEAVIERE - SETEY \T 2800 KB PTHE T b T Al - By AT A & RS ST

32



PE YRR AT TR IR -

BT B B e R (TR » 7 SeMs () F-MFTsRtayaaa - BFANsRRl - s1 e
PRI ER - RS - BB R R A SR B R R R b B eI
F?o

+ ~ EEHEMAKKE Occurrences Reporting and Human Factor

FERETHINIZECRZEE T - BN BE G TR 2R (F 5 U RS - ISR OR AR IR (E I
ZERER - A EBRGEEEFBElr - BRES N\ B R AR Y - R AR
TEHAERVES S HEREN » M A RNZERET A EUE N B AR RS - SRS > AR
KB A T REM: - IR IR A - WARTHRER » DORHENHZR 2 S HI(EE

IS T VAR R A SRR ARt E B h AR IR = s
RETT > WECEEEA ~ FIGR ~ BRRAGUUE BRI - AR ARV E A BN REEE
ShgA - EMTZEORZTTH > HET A BNZRAEEE - SiESZE T8 - R RER ) = (8
T > BhR OB TR LSS AHRE - £ Herzberg BYEGR T - By THETTEIK - HILEIHPR
B ITIEHA M BIanfECorii: HRHBES Ry A SIBOR ~ IREARHVEE ~ s EasE -
Rt TIEZeefrlas © 2 BHEe ¥ TIFRREE - ol DB SR Ry B et
B ERTIF R EAES PR IrE - s8] B TAVER - AlEA B TIE
EAtETRT - BN E S - NBRVRETTAT T REE BT R: ~ AR ARG 3%
MEWYES - EREH BB R E TR AR ETR D AERAVE TR 28 4 © DL SHEL 15U
Bh > Al AN BEERG ~ BRET - SRESHY T > FIPASGERRY ~ s B ESEIER - 54 0 IR
ZAbtERR G B RINER - IEFRIPRZE L AT HoR 2 S i e B A 3 - TR
s e P ARV BEE Al SRR N s IN R VRS > B ME IR e - HiE s E
IiAT ~ BREREE - DULRHE IR 204

+— ZEPIAF Case Study
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SMTZE CRZSEAYEETL > 911 1REYSEBIH S MTZE AT L VRIS R — (e &ufl - B 911
WEEME > B Bafiz@ir 7 Bmmriks] > sl 8 T MERLSEE ~ Wl 596
VR IR LIRS EAR - RIFIEIE TR SRR R EIE - WA EEEE
EHVEHHRE R I (R TR - (B LF BTN IS - FE1R - SR MBS RIS -

MRS RS S BRI PR P21 - HESUE B SR ENZE R
ZoAE - B R LRERIAE N T A B THYEG - SR LE— R HE BER T
AISCEELUSEREE R N B G THIMEE B » AR5 EMTZE R0 0IEE iz HR R L
RHEHERE -

+= - BREER > BHEHEHKESETE Emergency, Incident Management and Contingency

Planning

PEEER NSRRI T  GRENER B S R HET
B BIT EIISE - SRS RIEH I RS B S AR T
oA PR+ BRI 0 EOC) R M FRL 1S -

+=- RZEEEH] Security Quality Control

PR EE RN AR B BRIV EZEN: - /A E TR S B EHATRER - AR
H AR AR LM e s B © S535tBH PDCA (Plan-Do-Check-Act) fEERZUMMEEH - $HHan
BILIRERRE - (T - EREUTHHOETES) - DIECR A SEE HAR Y - DU E 4
GE > B EEEE A TR, - R -

-+Pd -~ 10SA

PHEMEM—IAIERE RS - BERERGUFREEERTER - EREE—HON I/ DETs
2\ > W[E] IATA fil5E TS IATESERRAE » (B AR TH S BB > [NIEL{ET 10SA 575
IR — A R E PG TSR RE R - HIA Ry 10SA BB ERLAVERLE - [N ERTZE A S A AR
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B2 (HrlfrtLanya@ss - N —aMiEEsE - nlR/ Mz R RN EMEERERE
7 DA HBIESERERA TR T > ARAFIANHBER AR S BPR R0k -
SRIE T SET M 4H 10SA B ERL AR s ~ EALHE R B - MR RIS 8 IR AR
BTG - EH R E AR LR ~ GIRECERS ~ PREZTHRAE SR R ORI S BT

=

[==]

*|OSA Standards Manual — Core
elements in Section 8 — Security
Management

1. Management and Control
2. Training and Qualification
3. Security Operations

4. Security Threat and Contingency
Management

Also other disciplines included in Security

7% SRR 2 L BE /M AE L A TP YN BB 2 ks - (R A DL EPE H B AR PR A
SRREI T HE THYIHE - HEEEINE R E R E T 1I0SA IF g A T —8 T - SRR (&
PR T RIETRIESERYEAY -

+H -~ SeMS Bl & %53l SeMS Implementation & course close

TERRFEERARIEL Sy > SBEMRIS [ BRSR B % SeMS IVIMIEESE - HME  E =\ R E TN
THRZLITTER » AGERR B BB A o] FA SR BB A - W0 H R AT % H i ER & B8
MITESERTRE - BT ERHRARY T2 BGER TR UAE Rt
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SeMS 5 Core elements

1. Senior Management Commitment (Security organization, Head of
security)

2. Resource Management (Selection/Evaluation/Recruiting, Training,
Awareness, Service Providers)

3. Threat Assessment & Risk Management

4. Management of Emergency & Incidents (RESILIENCE)
(Emergency Preparedness & Response, Crisis & Contingency
Plans, Security Incident Management)

5. Quality Control & Quality Assurance (Corrective Action
Mechanism, External Service Providers)

Supporting element: Aviation Security Programme (Documented

Procedures). s
62 ©2022 Copyright IATA IATA
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FRA R A B S R AT AE GRS 5T SMS Kz SeMS ARETREIE K JIEAR[E (SMS 4 19 544 K
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JRHEEIHE ) - RSB AL HEBIR S Z AR E A [E] > 55IRA SeMS IR fH] =]
SE LYY - BiwfiizE R H N BRd A SR IREHEEIE S S O7% - HENZERLIEE
KERZEHE > REREEEE - ERACRIEEER T HHEL SMS [REE - & SeMS HEE A
(RRCHRAlE SN
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ATGRIERFTHEE B ¥ SeMs 5 T B AVERA - IRARATZE (R EEE S0 (SeMS)HI N ~ 4HKK
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AZEEERIEM - CHAE SRS Bt HERHE — ER s TR > BRSHIEE R BT
BB b SRR BRI R T 50 - PN EREATHYE RS M = RS FET
ZAEIRVERS > BRAREIPRET SeMS HUHEB) R AHRAMCE - A amaRfFsGRZ - SRR (IR
BRI AE L A RN R AES AR 27 W IRIF AT A e o BT Smile ] > DB
B EE2 S HISEM] -

MR TR R G 2 R PR A PRI B BHREE 7 - BIANSURHEIRETE ~ Mbmat il fFsE
AT S A A SHEARERY )N - (ESERCERAIRTZE A F] > 1SR EMEERTHY SeMS BiE% - (HIAA
TR (BN BB w1 - B BRI S EREES - ARG E RS
B RO RO AR ER 0y o BEPRUAIAEATZE 2 B SRR P B TR S B M B Bt A8 B
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